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At a Glance
The Viptela Secure Extensible Network 
(SEN) solution is an industry-leading 
platform that deliver secure end-to-end 
network virtualization. Enterprises  
can use the SEN solution to build large-
scale networks with full integration  
of routing, security, centralized policy,  
and orchestration. The end result is  
a network that is operationally easy to 
manage and that eliminates disconnects 
between business and IT.

Figure 1: The Viptela Secure Extensible Network

Technical Challenges in Today’s Networks
(QWHUSULVHV�WRGD\�IDFH�VLJQLȴFDQW�EXVLQHVV�FKDOOHQJHV�DV�WKHLU�OHJDF\�QHWZRUNLQJ� 
infrastructure becomes increasingly complex. Providing connectivity across the  

enterprise involves:

ȏ�0DQDJLQJ�PXOWLSOH�GLVSDUDWH�WUDQVSRUW�QHWZRUNV��03/6��0HWUR�(WKHUQHW��66/�RYHU� 
ΖQWHUQHW��DQG�Ζ3VHF�

ȏ�(PEHGGLQJ�SROLF\�DQG�FRQWURO�DW�HYHU\�KRS�LQ�WKH�QHWZRUN
ȏ�$GGUHVVLQJ�VHFXULW\�YXOQHUDELOLWLHV�FUHDWHG�E\�LQDGHTXDWH�QHWZRUN�ZLGH�VHJPHQWDWLRQ�

and weak encryption policies

ȏ�/RQJ�SURYLVLRQLQJ�WLPHV�UHODWHG�WR�UROOLQJ�RXW�QHZ�DSSOLFDWLRQV�WKDW�UHTXLUH� 
QHWZRUN�VSHFLȴF�EHKDYLRU

ȏ�6LPSOH�FKDQJH�UHTXHVWV�WKDW�WDNH�PRQWKV�WR�FRPSOHWH�GXH�WR�GLVWULEXWHG�FRPSOH[LW\��
ȏ�3HUIRUPDQFH�LVVXHV�UHODWHG�WR�SXEOLF�FORXG��9'Ζ��DQG�EDQGZLGWK�KXQJU\�DSSOLFDWLRQV�

$�UHIUHVKLQJ�QHZ�DSSURDFK�LV�QHHGHG�IRU�EXLOGLQJ�ODUJH�VFDOH�QHWZRUNV�WKDW�SURYLGH�WKH�
EHQHȴWV�RI�YLUWXDOL]DWLRQ�HQG�WR�HQG��ZLWKRXW�LQFUHDVLQJ�FRVWV��FRPSURPLVLQJ�VHFXULW\�� 
or creating delays in the rollout of new services. 

The Viptela Approach 
7KH�9LSWHOD�6(1�VROXWLRQ�DGGUHVVHV�WKHVH�WHFKQLFDO�FKDOOHQJHV�ZLWK�ȴYH�NH\� 
architectural elements:

1.  
Enable transport independence 

2.  
$XWRPDWLFDOO\�VHFXUH�DQ\�URXWHG�HQG�SRLQWV� 

3.  
3URYLGH�HQG�WR�HQG�QHWZRUN�VHJPHQWDWLRQ� 

4.  
(QIRUFH�SROLFLHV�ZLWK�D�FHQWUDOL]HG�FRQWUROOHU

5. 
Enable advertisement of network services 

%HQHȴWV
ȏ�6HFXUHO\�H[WHQG�WKH�HQWHUSULVHȇV�IRRWSULQW�DQ\ZKHUH
ȏ�)UHHGRP�WR�FKRRVH�DQ\�WUDQVSRUW�QHWZRUN��LQGHSHQGHQW�RI�WKH�FDUULHUȇV�VHUYLFH
ȏ�2SWLPL]HG�SHUIRUPDQFH�IRU�SXEOLF�FORXGV�DQG�WKH�ΖQWHUQHW
ȏ�&HQWUDOL]HG�HQIRUFHPHQW�RI�DFFHVV�FRQWURO�DQG�QHWZRUN�SROLFLHV
ȏ�1HWZRUN�ZLGH�VHJPHQWDWLRQ�IRU�OLQHV�RI�EXVLQHVV��FRPSOLDQFH��DQG�EXVLQHVV�SDUWQHUV
ȏ�&HQWUDOL]DWLRQ�RI�QHWZRUN�EDVHG�VHUYLFHV�
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Components
7KH�IRXU�PDMRU�FRPSRQHQWV�RI�WKH�9LSWHOD�6(1�VROXWLRQ��DUH�WKH�Y6PDUW�&RQWUROOHU��Y(GJH�
5RXWHU��Y%RQG�2UFKHVWUDWRU��DQG�WKH�Y0DQDJH�&RQȴJXULQJ�DQG�0RQLWRULQJ�6\VWHP�

)LJXUH����&RPSRQHQWV�RI�WKH�9LSWHOD�6(1�VROXWLRQ

vSmart Controller
7KH�Y6PDUW�FRQWUROOHU�LV�WKH�EUDLQV�RI�WKH�RYHUOD\�QHWZRUN��ΖW�HVWDEOLVKHV�D�VHFXUH�'7/6�
FRQQHFWLRQ�WR�HDFK�Y(GJH�URXWHU�LQ�WKH�QHWZRUN�DQG�UXQV�DQ�2YHUOD\�0DQDJHPHQW�3URWRFRO�
�203��WR�VKDUH�URXWHV��VHFXULW\�DQG�SROLF\�LQIRUPDWLRQ�b7KH�FHQWUDOL]HG�SROLF\�HQJLQH�LQ�WKH�
vSmart controller provides rich inbound and outbound policy constructs to manipulate 

URXWLQJ�LQIRUPDWLRQ��DFFHVV�FRQWURO��VHJPHQWDWLRQ��H[WUDQHWV��DQG�VHUYLFH�FKDLQLQJ�

7KH�Y6PDUW�FRQWUROOHU�LV�D�YLUWXDO�DSSOLDQFH�WKDW�UXQV�RQ�D�90ZDUH�Y6SKHUH�(6;L�+\SHUYLVRU�
WKDW�KDV�D�PLQLPXP�RI�WZR�Y&38V�DQG���*%�RI�PHPRU\��ΖW�XVHV�SUH�LQVWDOOHG�VHFXULW\� 
credentials that allow it to automatically authenticate each new vEdge device before it joins 

the network. 
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vBond Orchestrator 

7KH�Y%RQG�2UFKHVWUDWRU�LV�D�PRGXODU�SLHFH�RI�VRIWZDUH�WKDW�UXQV�RQ�D�Y(GJH�URXWHU�� 
ΖW�DXWRPDWLFDOO\�IDFLOLWDWHV�WKH�FRQWURO�SODQH�EULQJ�XS�SURFHVV��SHUIRUPV�LQLWLDO� 
DXWKHQWLFDWLRQ��DQG�RUFKHVWUDWHV�WKH�FRQQHFWLYLW\�EHWZHHQ�WKH�Y6PDUW�FRQWUROOHUV� 
DQG�WKH�Y(GJH�URXWHUV��7KH�Y%RQG�2UFKHVWUDWRU�SOD\V�DQ�LPSRUWDQW�UROH�LQ�HQDEOLQJ�WKH��
9LSWHOD�GHYLFHV�WKDW�VLW�EHKLQG�1$7�WR�FRPPXQLFDWH�ZLWK�WKH�EURDGHU�QHWZRUN��

Y0DQDJHb1HWZRUN�&RQȴJXUDWLRQ�	�0RQLWRULQJ�6\VWHP�
7KH�Y0DQDJH�LV�D�FHQWUDOL]HG�V\VWHP�WKDW�HQDEOHV�FRQȴJXUDWLRQ�PDQDJHPHQW��DQG� 
PRQLWRULQJ�RI�WKH�9LSWHOD�6(1�VROXWLRQ��ΖW�LV�D�YLUWXDO�DSSOLDQFH�WKDW�UXQV�RQ�D�90ZDUH�
Y6SKHUH�(6;L�+\SHUYLVRU�ZLWK�D�PLQLPXP�RI�WZR�Y&38V�DQG���*%�RI�PHPRU\��

vEdge Routers
7KH�Y(GJH�URXWHUV�DUH�IXOO�IHDWXUHG�Ζ3�URXWHUV�WKDW�SHUIRUP�VWDQGDUG�IXQFWLRQV�VXFK�DV�
263)��%*3��4R6��$&/V��DQG�URXWLQJ�SROLFLHV��LQ�DGGLWLRQ�WR�WKH�RYHUOD\�FRQWURO�DQG�GDWD�
SODQH��(DFK�Y(GJH�URXWHU�DXWRPDWLFDOO\�HVWDEOLVKHV�VHFXUH�'7/6�VHVVLRQV�ZLWK�WKH�Y6PDUW�
FRQWUROOHU��DQG�HVWDEOLVKHV�VWDQGDUG�Ζ3VHF�VHVVLRQV�ZLWK�RWKHU�Y(GJH�URXWHUV�LQ�WKH�6(1��
There are two types of vEdge routers: 

VEDGE1000 VEDGE2000

6L]H +DOI�ZLGWK���58 )XOO�ZLGWK���58

(QFU\SWLRQ�&DSDFLW\ ��*ESV ���*ESV

Fixed Ports �[*(�6)3�������������� �[*(�6)3�ȴ[HG��������������

3OXJJDEOH�ΖQWHUIDFH�0RGXOHV 1�$ 7ZR�PRGXOHV��FKRLFH�RI��[�*(�6)3�RU��[��*(�6)3��

Use Cases

Transport-Agnostic VPNs  
The Viptela SEN solution provides a  

FRVW�H΍HFWLYH�VHFXUH�Ζ3�IDEULF�RYHU�DQ\� 
underlying transport. 

B2B Partner Network  
Enterprises with a dynamic partner ecosystem 

can rapidly on board business partners over 

any transport network.   

Transport —Agnostic VPN

Network segmentation

Network virtualization

Regional internet exit B2B 

Network service insertion

www

Ubiquitous secure connectivity

High scale encryption 

Transport —Agnostic VPN

Network segmentation

Network virtualization

Regional internet exit B2B 

Network service insertion

www

Ubiquitous secure connectivity

High scale encryption 

End-to-end Network Segmentation 
6HQVLWLYH�WUDɝF�DPRQJ�GL΍HUHQW�OLQHV�RI� 
EXVLQHVV�DQG�GL΍HUHQW�EXVLQHVV�SDUWQHUV�FDQ�
EH�VHFXUHG�E\�HQG�WR�HQG�VHJPHQWDWLRQ���������

Transport —Agnostic VPN

Network segmentation

Network virtualization

Regional internet exit B2B 

Network service insertion

www

Ubiquitous secure connectivity

High scale encryption 

Encryption at Scale 
The Viptela SEN solution provides powerful 

HQFU\SWLRQ�FDSDELOLWLHV��XVLQJ�DXWRPDWHG�NH\�
management and device authentication to 

secure any network infrastructure.

Transport —Agnostic VPN

Network segmentation

Network virtualization

Regional internet exit B2B 

Network service insertion

www

Ubiquitous secure connectivity

High scale encryption 

Regional Internet Exit
Enterprises can deliver optimal user  

H[SHULHQFH�IRU�&ORXG��9'Ζ��DQG�ΖQWHUQHW� 
applications by enabling regional Internet  

exit points.
Transport —Agnostic VPN

Network segmentation

Network virtualization

Regional internet exit B2B 

Network service insertion

www

Ubiquitous secure connectivity

High scale encryption 

Network Service Insertion 
1HWZRUN�VHUYLFHV�OLNH�ȴUHZDOOV��Ζ36��DQG� 
load balancers can be consolidated at  

FHQWUDOL]HG�ORFDWLRQV��DQG�WUDɝF�FDQ�EH� 
routed through these services with simple 

policy changes. 

Transport —Agnostic VPN

Network segmentation

Network virtualization

Regional internet exit B2B 

Network service insertion

www

Ubiquitous secure connectivity

High scale encryption 
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FEATURES BENEFITS

&HQWUDOL]HG�SROLF\�DQG�GLVWULEXWHG�HQIRUFHPHQW� 7KH�9LSWHOD�2YHUOD\�0DQDJHPHQW�3URWRFRO��203��FHQWUDOO\�LQȵXHQFHV�DOO�URXWHV�DQG�
policy information for each segment of the Viptela network. This feature eliminates 

DQ\�ERWWOHQHFN�LQ�EXLOGLQJ�WKH�ODUJHVW�RI�WRSRORJLHV�DQG�HQDEOHV�TXLFN�WXUQDURXQG�
in changes to the network.

$XWRPDWHG�VHFXUH�EULQJ�XS 7KH�Y(GJH�URXWHUV�KDYH�D�IDFWRU\�LQVWDOOHG�7UXVWHG�3ODWIRUP�0RGXOH��730��FKLS�
ZLWK�D�VLJQHG�FHUWLȴFDWH��7KLV�EXLOW�LQ�VHFXULW\�HQVXUHV�DXWRPDWHG��IRROSURRI� 
authentication of any new vEdge routers joining the network and is a major  

advantage when deploying tens of thousands of end points. 

(QFU\SWHG�FRQWURO�DQG�GDWD�WUDɝF The default mode of operation of the Viptela network is “secure” and “encrypted.” 

.H\V�FDQ�EH�URWDWHG�DV�IUHTXHQWO\�DV�UHTXLUHG�ZLWKRXW�LPSDFWLQJ�SHUIRUPDQFH��
7KH�6(1�FDQ�VFDOH�WR�PXOWLSOH�WHQV�RI�WKRXVDQGV�RI�QHWZRUN�HQG�SRLQWV�DQG����N��
routes while still providing multipoint security. 

6FDOH�RXW�DUFKLWHFWXUH�ZLWK�UHGXQGDQF\ 0XOWLSOH�9LSWHOD�GHYLFHV�FDQ�EH�DGGHG�WR�VXSSOHPHQW�FDSDFLW\�DQG�SURYLGH� 
redundancy. The architecture can withstand multiple failures in the overlay  

QHWZRUN�IRU�ERWK�WKH�FRQWURO�DQG�WKH�GDWD�SODQH��H΍HFWLYHO\�SURYLGLQJ� 
99.999% availability.

(QG�WR�HQG�QHWZRUN�VHJPHQWDWLRQ (QG�WR�HQG�QHWZRUN�VHJPHQWDWLRQ�FDQ�EH�HQDEOHG�UDSLGO\�ZLWKRXW�DGGLWLRQDO� 
control plane protocols. This segmentation provides robust protection of the  

network from outside attackers and provides secure separation internally within 

the multiple application segments.   

Features

)RU�PRUH�LQIRUPDWLRQ�RQ�WKH�9LSWHOD�VROXWLRQ�DQG�KRZ�LW�FDQ�KHOS�\RXU�QHWZRUN��SOHDVH� 

contact sales@viptela.com

The Viptela Secure Extensible Network

9LSWHOD�ΖQF���6DQ�-RVH��&DOLIRUQLD��86$�
7HO����������������ZZZ�YLSWHOD�FRP

&RS\ULJKW�k������9LSWHOD��ΖQF��$OO�ULJKWV�UHVHUYHG��7KLV�SURGXFW�LV�SURWHFWHG�E\�8�6��DQG�LQWHUQDWLRQDO�FRS\ULJKW�
DQG�LQWHOOHFWXDO�SURSHUW\�ODZV��9LSWHOD��ΖQF�SURGXFWV�DUH�FRYHUHG�E\�RQH�RU�PRUH�SDWHQWV�OLVWHG�DW�KWWS���ZZZ�YLSWHOD�FRP��
9LSWHOD��ΖQF��LV�D�UHJLVWHUHG�WUDGHPDUN�RU�WUDGHPDUN�RI�9LSWHOD��ΖQF��LQ�WKH�8QLWHG�6WDWHV�DQG�RU�RWKHU�MXULVGLFWLRQV��$OO�
other marks and names mentioned herein may be trademarks of their respective companies. 
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